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Pasexto 
    



      
A compliant and complete implementation of PASETO and PASERK.
PASETO is everything you love about JOSE (JWT, JWE, JWS) without any of the
many design deficits that plague the JOSE standards.
PASETO (Platform-Agnostic SEcurity TOkens) is a specification and reference implementation
for secure stateless tokens.
Paseto is pronounced paw-set-oh (pɔːsɛtəʊ).
Key Differences between Paseto and JWT
Unlike JSON Web Tokens (JWT), which gives developers more than enough rope with which to
hang themselves, PASETO only allows secure operations. JWT gives you "algorithm agility",
PASETO gives you "versioned protocols". It's incredibly unlikely that you'll be able to
use Paseto in an insecure way.
Caution: Neither JWT nor PASETO were designed for
stateless session management.
Paseto is suitable for tamper-proof cookies, but cannot prevent replay attacks
by itself.

PASETO
PASETO expects a version and a purpose in order to build and parse tokens.
The version is a string that represents the current version of the
protocol. The purpose is a short string describing the purpose of the
token, where the accepted values are:
	 local: shared-key authenticated encryption

	 public: public-key digital signatures; not encrypted


Tokens can be built and parsed like so:
iex> key = Pasexto.Key.new(:v4, :local)
iex> claims = %{"hello" => "world"}
iex> footer = <<>>
iex> {:ok, paseto, claims} = Pasexto.build(:v4, :local, key, claims, footer)
iex> {:ok, ^claims, ^footer} = Pasexto.parse(:v4, :local, key, paseto)

iex> key = Pasexto.Key.new(:v4, :public)
iex> claims = %{"hello" => "world"}
iex> footer = <<>>
iex> {:ok, paseto, claims} = Pasexto.build(:v4, :public, key, claims, footer)
iex> {:ok, ^claims, ^footer} = Pasexto.parse(:v4, :public, key, paseto)
Keyring
This library also supports keyrings making it easier to manage a group of
keys. It can be used like so:
iex> key = Pasexto.Key.new(:v4, :local)
iex> keyring = Pasexto.Keyring.new(:v4, :local) |> Pasexto.Keyring.put("key1", key)
iex> claims = %{"hello" => "world"}
iex> footer = %{"kid" => "key1"}
iex> {:ok, paseto, claims} = Pasexto.build(:v4, :local, keyring, claims, footer)
iex> {:ok, ^claims, ^footer} = Pasexto.parse(:v4, :local, keyring, paseto)
PASERK
PASERK is an extension to PASETO that provides key-wrapping and
serialization. It can be used like so:
iex> key = Pasexto.Key.new(:v4, :local)
iex> {:ok, kid} = Pasexto.Paserk.build(:k4, :lid, key)
iex> keyring = Pasexto.Keyring.new(:v4, :local) |> Pasexto.Keyring.put(kid, key)
iex> claims = %{"hello" => "world"}
iex> footer = %{"kid" => kid}
iex> {:ok, paseto, claims} = Pasexto.build(:v4, :local, keyring, claims, footer)
iex> {:ok, ^claims, ^footer} = Pasexto.parse(:v4, :local, keyring, paseto)
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          @spec build(
  version(),
  purpose(),
  Pasexto.Key.t() | Pasexto.Keyring.t(),
  map(),
  binary() | map(),
  keyword()
) :: {:ok, binary(), map()} | {:error, term()}


      


Builds a PASETO token for the given version and purpose.
The key must be a Key.t() or Keyring.t() and it must match the given
version and purpose. When a keyring is provided the footer must be a map and
must contain a kid for a key within the keyring.
Options
	defaults - Default claims to merge into the provided claims, it expects a
keyword list where the value can be a static value or a function that takes
no arguments, defaults to nil. If nil then the following claims are
applied:
  [
    exp: fn -> DateTime.utc_now(:second) |> DateTime.shift(hour: 1) |> DateTime.to_iso8601() end,
    iat: fn -> DateTime.utc_now(:second) |> DateTime.to_iso8601() end,
    nbf: fn -> DateTime.utc_now(:second) |> DateTime.to_iso8601() end,
    jti: fn -> :crypto.strong_rand_bytes(16) |> Base.hex_encode32(case: :lower, padding: false) end
  ]

	deprecated - Allows the usage of deprecated versions, defaults to false.

	implicits - A map or binary of assertions to bind to the token without
being included, defaults to nil.

	rules - A collection of rules to verify the claims within a token,
defaults to nil. If nil then the following rules are applied:
  [
    &Pasexto.Rules.validate_required(&1),
    &Pasexto.Rules.validate_exp(&1),
    &Pasexto.Rules.validate_iat(&1),
    &Pasexto.Rules.validate_nbf(&1)
  ]
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          @spec parse(
  version(),
  purpose(),
  Pasexto.Key.t() | Pasexto.Keyring.t(),
  binary(),
  keyword()
) ::
  {:ok, map(), binary() | map()} | {:error, term()}


      


Parses a PASETO token for the given version and purpose.
Upon success it returns the claims and footer contained within the token.
The key must be a Key.t() or Keyring.t() and it must match the given
version and purpose. When a keyring is provided the footer is checked to see
if it contains a valid kid used to lookup the key within the keyring.
Options
	deprecated - Allows the usage of deprecated versions, defaults to false.

	implicits - A map or binary of assertions expected to have been bound to
the token, defaults to nil.

	max_depth - The maximum level of nesting allowed within a JSON footer
object, defaults to 1.

	max_keys - The maximum number of keys allowed within a JSON footer
object, defaults to 10.

	rules - A collection of rules to verify the claims within a token,
defaults to nil. If nil then the following rules are applied:
  [
    &Pasexto.Rules.validate_required(&1),
    &Pasexto.Rules.validate_exp(&1),
    &Pasexto.Rules.validate_iat(&1),
    &Pasexto.Rules.validate_nbf(&1)
  ]
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          @spec peek(version(), purpose(), binary(), keyword()) ::
  {:ok, binary() | map()} | {:error, term()}


      


Peek at the footer of a token.
Options
	deprecated - Allows the usage of deprecated versions, defaults to false.

	max_depth - The maximum level of nesting allowed within a JSON footer
object, defaults to 1.

	max_keys - The maximum number of keys allowed within a JSON footer
object, defaults to 10.
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Keys are used to build and parse tokens, which are always scoped to a
specific PASETO version and purpose.
A Key can be created like so:
iex> key = Pasexto.Key.new(:v4, :local)
If the key material has been created elsewhere it can be provided to
Pasexto.Key.new/3:
iex> material = <<201, 3, 44, 87, 98, 136, 53, 5, 211, 173, 138, 220, 3, 167, 157,
  215, 185, 137, 185, 48, 48, 162, 235, 83, 44, 168, 166, 118, 59, 241, 154,
  117>>
iex> key = Pasexto.Key.new(:v4, :local, material)
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        Extracts the key material for a given protocol version and purpose.
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        Returns key matrial from the provided PEM.
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        Returns a key for use with the given protocol version and purpose.
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The key material.
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          @type purpose() :: :local | :public


      


The protocol purpose for the key.
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          @type t() :: %Pasexto.Key{
  material: material(),
  purpose: purpose(),
  version: version()
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The protocol version for the key.
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          @spec extract(t(), version(), purpose()) ::
  {:ok, material()} | {:error, :invalid_purpose | :invalid_version}


      


Extracts the key material for a given protocol version and purpose.
Returns an error if the version or purpose do not match that of the key.
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          @spec material_from_pem(
  binary(),
  keyword()
) :: material()


      


Returns key matrial from the provided PEM.
Options
	password - The password for use with encrypted PEMs.

Raises an argument error if the PEM does not contain material that is valid
for PASETO protocols.
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          @spec new(version(), purpose(), material() | nil) :: t()


      


Returns a key for use with the given protocol version and purpose.
If the key material is not provided then new material will be made for the
selected protocol.
Raises an argument error if invalid key material is provided for a given
protocol.
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A keyring can be used to store a collection of keys for use in the building
and parsing of tokens.
Just like a Pasexto.Key, a keyring is also scoped to a protocol's
version and purpose. Keys added to the keyring must have an identifier
assigned to them, it is recommended to use Pasexto.Paserk to achieve
this.
A key can be added to the keyring like so:
iex> key = Key.new(:v4, :local)
iex> keyring = Keyring.new(:v4, :local) |> Keyring.put("key1", key)
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        Get the key for a given key identifier.
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        Creates an empty keyring for use with the given protocol version and purpose.
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        Put a key in the keyring for the given key identifier.
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          @type t() :: %Pasexto.Keyring{
  keys: term(),
  purpose: Pasexto.Key.purpose(),
  version: Pasexto.Key.version()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get(keyring, id)



        
          
        

    

  


  

      

          @spec get(t(), binary()) :: Pasexto.Key.t() | nil


      


Get the key for a given key identifier.
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          @spec new(Pasexto.Key.version(), Pasexto.Key.purpose()) :: t()


      


Creates an empty keyring for use with the given protocol version and purpose.
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          @spec put(t(), binary(), Pasexto.Key.t()) :: t()


      


Put a key in the keyring for the given key identifier.
If the key does not have the protocol version and purpose then the key is
not added.
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PASERK is an extension to PASETO that provides key-wrapping and serialization.
PASERK supports the following purposes:
	lid - Unique Identifier for a separate PASERK for local PASETOs.

	local - Symmetric key for local tokens.

	local_pw - Symmetric key wrapped using password-based encryption.

	local_wrap - Symmetric key wrapped by another symmetric key.

	pid - Unique Identifier for a separate PASERK for public PASETOs.

	public - Public key for verifying public tokens.

	seal - Symmetric key wrapped using asymmetric encryption.

	secret - Secret key for signing public tokens.

	secret_pw - Asymmetric secret key wrapped using password-based encryption.

	secret_wrap - Asymmetric secret key wrapped by another symmetric key.

	sid - Unique Identifier for a separate PASERK for public PASETOs.


A PASERK can be created like so:
iex> key = Pasexto.Key.new(:v4, :local)
iex> {:ok, paserk} = Pasexto.Paserk.build(:k4, :lid, key)
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        Returns a PASERK for the given kind, purpose and key.
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        Parses a PASERK for the given kind and purpose.
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  :lid
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  | :local_pw
  | :local_wrap
  | :pid
  | :public
  | :seal
  | :secret
  | :secret_pw
  | :secret_wrap
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          @spec build(kind(), purpose(), Pasexto.Key.t(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Returns a PASERK for the given kind, purpose and key.
Some purposes require additional information to successfully build, these can
be provided as options.
Options
	password - A password for use with :local_pw and :secret_pw.

	public_key - A public key for use with :seal.
	for v1 this must be a 4096-bit RSA public key.
	for v2 this must be a Ed25519 public key.
	for v3 this must be a P-384 public key.
	for v4 this must be a Ed25519 public key.


	wrapper - A Pasexto.Wrapper for use with :local_wrap and
:secret_wrap.


In addition to the above options :local_pw and :secret_pw also accept the
following options for their key derivation functions:
	iterations - defines how many iterations to perform, defaults to
100_000. Versions v1 and v3 only.

	memory_cost - defines how much memory to use in bytes, defaults to
67_108_864. Versions v2 and v4 only.

	parallelism_degree - defines the independent number of tasks, defaults to
1. Versions v2 and v4 only.

	time_cost - defines the execution time as a number of iterations,
defaults to 2. Versions v2 and v4 only.
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          @spec parse(kind(), purpose(), binary(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Parses a PASERK for the given kind and purpose.
Some purposes require additional information to successfully build, these can
be provided as options.
Options
	password - A password for use with :local_pw and :secret_pw.

	private_key - A private key for use with :seal.
	for v1 this must be a 4096-bit RSA private key.
	for v2 this must be a Ed25519 private key.
	for v3 this must be a P-384 private key.
	for v4 this must be a Ed25519 private key.


	wrapper - A Pasexto.Wrapper for use with :local_wrap and :secret_wrap.


As :lid, :pid and :sid can only be serialised, trying to set this
purpose will raise an argument error.
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Default rules that can be used during the building and/or parsing of PASETO
tokens.
A rule is just a function that accepts a claim as its first argument and
returns :ok or an error reason tuple. For example, build applies the
following rules by default:
iex> key = Pasexto.Key.new(:v4, :local)
iex> claims = %{"hello": "world"}
iex> footer = <<>>
iex> {:ok, paseto, claims} = Pasexto.build(:v4, :local, key, claims, footer)
iex> {:ok, ^claims, ^footer} = Pasexto.parse(:v4, :local, key, paseto, rules: [
...>   &Pasexto.Rules.validate_required(&1),
...>   &Pasexto.Rules.validate_exp(&1),
...>   &Pasexto.Rules.validate_iat(&1),
...>   &Pasexto.Rules.validate_nbf(&1)
...> ])
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        validate_exp(claims, jitter \\ 60)

      


        Validates that the expiry claim has not expired.



    


    
      
        validate_iat(claims, jitter \\ 60)

      


        Validates that the issued at claim has happened in the past.



    


    
      
        validate_nbf(claims, jitter \\ 60)

      


        Validates that the not before claim has happened in the past.



    


    
      
        validate_required(claims, required \\ [:exp, :jti, :iat, :nbf])

      


        Validates the the required claims are present.
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          @spec validate_exp(claims(), pos_integer()) ::
  :ok | {:error, {:invalid_claim, :exp, DateTime.t()}}


      


Validates that the expiry claim has not expired.
The jitter can be set in seconds for how much grace to give to the time
check, it defaults to 60.
Note
This function does not enforce requirement, for that validate_required/2
should be used.
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          @spec validate_iat(claims(), pos_integer()) ::
  :ok | {:error, {:invalid_claim, :iat, DateTime.t()}}


      


Validates that the issued at claim has happened in the past.
The jitter can be set in seconds for how much grace to give to the time
check, it defaults to 60.
Note
This function does not enforce requirement, for that validate_required/2
should be used.
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          @spec validate_nbf(claims(), pos_integer()) ::
  :ok | {:error, {:invalid_claim, :nbf, DateTime.t()}}


      


Validates that the not before claim has happened in the past.
The jitter can be set in seconds for how much grace to give to the time
check, it defaults to 60.
Note
This function does not enforce requirement, for that validate_required/2
should be used.
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          @spec validate_required(claims(), list()) :: :ok | {:error, {:missing_claims, list()}}


      


Validates the the required claims are present.
By default the following claims are required: :exp, :jti, :iat and
:nbf.
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The PASERK standard wrapping protocol.
This wrapper expects the following options:
	key - The local key used to wrap and unwrap a key.

This allows for the wrapping of keys like so:
iex> key = Key.new(:v4, :local)
iex> wrapping_key = Key.new(:v4, :local)
iex> opts = [wrapper: Wrapper.new(Pasexto.Wrap.PIE, key: wrapping_key)]
iex> {:ok, paserk} = Paserk.build(:k4, :local_wrap, key, opts)
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PASERK uses symmetric-key encryption to wrap PASETO keys.
This is the most flexible mode in PASERK, as it offers a way to integrate
PASERK with multiple key management solutions.
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        The configuration created by the wrapper module used to hold that state
required to encrypt and decrypt.
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        decrypt(config, version, header, wrapped)

      


        Invoked to decrypt the wrapped data into its original key material.



    


    
      
        encrypt(config, version, header, material)

      


        Invoked to encrypt the key material into an opaque binary blob through wrapping.



    


    
      
        init(keyword)

      


        Invoked when a wrapper is created to initialise its state.
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        The prefix for the custom wrapping protocol.
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        new(wrapper, opts)

      


        Creates a wrapper using the given module and options.
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          @type config() :: term()


      


The configuration created by the wrapper module used to hold that state
required to encrypt and decrypt.
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          @type t() :: %Pasexto.Wrapper{config: config(), module: module()}
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          @callback decrypt(
  config(),
  Pasexto.Key.version(),
  header :: binary(),
  wrapped :: binary()
) ::
  {:ok, Pasexto.Key.material()} | {:error, term()}


      


Invoked to decrypt the wrapped data into its original key material.
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          @callback encrypt(
  config(),
  Pasexto.Key.version(),
  header :: binary(),
  material :: Pasexto.Key.material()
) ::
  {:ok, binary()} | {:error, term()}


      


Invoked to encrypt the key material into an opaque binary blob through wrapping.
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          @callback init(keyword()) :: config()


      


Invoked when a wrapper is created to initialise its state.
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          @callback prefix() :: atom()


      


The prefix for the custom wrapping protocol.
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          @spec new(
  module(),
  keyword()
) :: t()


      


Creates a wrapper using the given module and options.
The options are specific to the wrapper module chosen, and thus their
documentation should be referred to for the specifics.
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